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Objectives

Consistent and accurate malware
naming conventions are important for
malware detection and classification
Anti-virus (AV) vendors use different
labels 1n malware reports.

Our work 1s the first to discover
hidden patterns using tensor
decomposition method with
unsupervised Machine Learning
represented with 3-dimensional
tensors.

Identified similar labeling patterns
across different AV vendors.

Methodology

Multi-modal approach

Combined AV Scan labeling dataset
and Motif dataset!'! w.r.t MD35

Data Cleaning: removing noisy tokens
Build a 3-dimensional count tensor

X ER AV x Tokens x Imported Function

AV dimension for each AV vendor,
Tokens dimension for each individual
token 1n alias, and Imported Function
dimension for Windows API function
imported by the sample.

An entry X 2t f for number of times AV
vendor ‘a’ used the token ‘t’ for each
function ‘f” across each scanned
malware 1n our dataset.

We decompose X using pyCP-APR,
Python implementation of CP-APR
with GPU capability !

Canonical Polyadic Decomposition (CPD)
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AV Scan Labels Example

1. Win32.Trojan-qgpass.Qqrob.Aljf

2. P2P-Worm.Win32.Darby.gen (v)

3. HEUR:Trojan.Win32.Generic

4. Malware-Cryptor.VB.gen.1

5. BehavesLike.Win32.Malware.tsc (mx-v)

Antivirus Vendors Tokens

wannacryptor C e r b e r wannacry

TrendMicro-HouseCall > r a n S Om
TrendMicro ma Z Saffa

Imported Functions locky Rt
£\ -
advapl32.dll:cryptgenrandom
. ole32.dll:coinitializeex
\ cernel32.dll:createdirectoryw ﬁy

kernel32.dll:expandenvironmentstringsw

kernel32.dll:terminatethread

crypt32.dll:cryptstringtoblnarya

e Component 7 clustered tokens ” maze”,

Results

e Most tensor components had generic tokens
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ransom”, “locky”,” wannacry”, ” spora”,

2% ¢¢

“petya”, “sage” based on similarity
- all of which suggests ransomware

® (lustered similar vendors like

“TrendMicro-Housecall” and “TrendMicro”,
together
- Use the same naming convention

e Imported functions: Top 30 Windows API

functions used by malware
2% €6

-“‘cryptstringtobinarya”, “cryptgenrandom” -
indicative of ransomeware

Future Work

e Try the experiment on EMBER dataset
e Try other features on the tensor
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